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Trace Trees & Spans
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Observability = Logging + Metrics + Tracing ?

Which metrics went squiggly at the same time?

How do | reconstruct
this chain of events?!



] WM (Observability)

R B TEHIEC, ERGAUBEINE LR ENERASIIZE,

B WL BT AR BhEAT] T iR AR 4
» IFEREAA?
« AftAZXF?


https://zh.m.wikipedia.org/zh-cn/可觀測性

miE VS RIALTE

Known Unknowns VS Unknown Unknowns
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OpenTelemetry

57} OTel, 25 —BERT ALK API 1 SDK.

Specification
APl / SDK
«Collector

é Telemetry




OpenTelemetry Specification

OpenTelemetry EX T —EEIESIME

API Specification
Context
Propagators
Baggage
Tracing
Metrics
SDK Specification
Tracing
Metrics
Resource
Configuration )
Data Specification *
Semantic Conventions
Protocol
Metrics
Logs


https://opentelemetry.io/docs/reference/specification/
https://opentelemetry.io/docs/reference/specification/context/
https://opentelemetry.io/docs/reference/specification/context/api-propagators/
https://opentelemetry.io/docs/reference/specification/baggage/api/
https://opentelemetry.io/docs/reference/specification/trace/api/
https://opentelemetry.io/docs/reference/specification/metrics/api/
https://opentelemetry.io/docs/reference/specification/trace/sdk/
https://opentelemetry.io/docs/reference/specification/metrics/sdk/
https://opentelemetry.io/docs/reference/specification/resource/sdk/
https://opentelemetry.io/docs/reference/specification/sdk-configuration/
https://opentelemetry.io/docs/reference/specification/overview/#semantic-conventions
https://opentelemetry.io/docs/reference/specification/protocol/
https://opentelemetry.io/docs/reference/specification/metrics/datamodel/
https://opentelemetry.io/docs/reference/specification/logs/data-model/

Specification: Signals

OpenTelemetry specification /9 telemetry #3EE X T REIRIZLE!, ¥Rz HEF Signal

Traces
Metrics
Logs
Baggage


https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/baggage/

Specification: Context & Propagators

Z1E23%F Context A MEVIXERUENTIRENEGE, 90 traces #1 Baggage,

Observability concerns Other concerns
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Specification: OpenTelemetry Protocol

OTLP B—E grpc i}, FARSEIN sdk AR fRimRYEIERZ Bo

¥ main ~ | opentelemetry-proto [ opentelemetry [ proto /

b jmacd Change the exponential histogram boundary condition (#409)

collector
common/vi
logsfvi
metrics/v1

resourcefvi

trace/v1

Make it possible to indicate partial success in an OTLP export respon...

Delete deprecated InstrumentationLibrary-related fields and messages (#...

Delete deprecated InstrumentationLibrary-related fields and messages (#...

Change the exponential histogram boundary condition (#409)
Define csharp_namespace option (#399)

fix a tiny typo and reflow (#421)

Go to file

+ 724e427 on19 Aug ‘O History

2 months ago
3 months ago
3 months ago
2 months ago
4 months ago

2 months ago

B U
CE


https://github.com/open-telemetry/opentelemetry-proto

API / SDK: Client Architecture

HTTP Database ||Application

] T T T T application code

only depend upo

API packages for

instrumentation.

Loose coupling

The 0 ,
penTelemetry API avoids
OpenTelemetry _ dependency

APl is completely

a;ce coupled
rom any : : .

conflicts.

‘ . Alternatives
Instead, the implementation that may be

is bound to the APl at runtime. installed
A no-op implementation is instead
bound by default. Ci+ of the SDK.

The SDK is the official
production implementation.

Samplers
Processors




SDK

« Core: FohtaMABIEEMR (Instrumentation) AY API/SDK BYSZER,
« Instrumentation: Core HIIHEENNSR, RET —EBmIZENEBEIE Instrumentation FIZEEFIHESS,
« Contrib: AIIERIZEEE, Instrumentation 2J&, exporters, RE A,

§ & OpenTelemetry - CNCF

() Overview [l Repositories 58 [ Projects ‘9 & Packages A People 151

[ Q dotnet ] Type ~ Language ~ Sort ~

3 results for all repositories matching dotnet sorted by last updated @ Clear filter

opentelemetry-dotnet-contrib ' Pubiic

This repository contains set of components extending functionality of the OpenTelemetry .NET SDK. Instrumentation
libraries, exporters, and other components can find their home here.

dotnet dotnet-core opentelemetry

) C# 513 Apache-2.0 Qx? m ﬁ? 169 @ 59 (1 issue needs help) Il 1 Updated 2 hours ago

opentelemetry-dotnet-instrumentation ' Public
OpenTelemetry .NET Automatic Instrumentation

@®cC++ AIB Apache-2.0 ? 42 ﬁf? 168 @ 65 Z'l 7 Updated 4 hours ago

opentelemetry-dotnet ' Public
The OpenTelemetry .NET Client AM

logging netcore asp-net-core asp-net distributed-tracing ilogger iloggerprovider

@ C# KIL Apache-2.0 sz 525 {? 2,031 @ 308 (34 issues need help) I’l 1 Updated 7 hours ago




OpenTelemetry Trace API VS .NET Activity API

TracerProvider = new ActivitySource

OpenTelemetry API Activity API

var tracer = TracerProvider.Default.GetTracer("name", "version") var activitySource = new ActivitySource("name", "version")

Tracer = ActivitySource

tracer. Sta rtActlveSpan() activitySource.StartActivity()

Tracer Current Activity. Current Note that the .Current is obtained from
Y- Activity, not ActivitySource.
tracer.StartSpan No equ_lvalent. Starting an activity always
makes it as the current.




OpenTelemetry Trace API VS .NET Activity API

Span = Activity

OpenTelemetry.Trace.TelemetrySpan
span.ParentSpanContext
-

activity.StartTimeUtc + Activity.Duration

activity.IsAllDataRequested

OpenTelemetry API
span.SpanContext
span.ParentSpan
span.ParentSpanld
span.SpanKind
span.AddEvent
span.EndTime
span.IsRecording



OpenTelemetry Trace API VS .NET Activity API

SpanKind = ActivityKind

s 5 @ github.com/dotnet/runtime/blob/main/src/libraries/System.Diagnostics.DiagnosticSource/src/System/Diagnostics/ActivityKind.cs & %
& github.com/open-telemetry/opentelemetry-proto/blob/main/opentelemetry/proto/trace/vi/trace.proto -

46 lines (41 sloc)  1.85 kB Raw  Blame - @
123 // SpanKind is the type of span. Can be used to specify additional relationships between spans
; . . 5 . : // Licensed to the .NET Foundation under one or more agreements.
124 // in addition to a parent/child relationship. // The .NET Foundation licenses this file to you und cense
1 enum SpanKind {
) ) i namespace System.Diagnostics
126 // Unspecified. Do NOT use as default. {
1 // Implementations MAY assume SpanKind to be INTERNAL when receiving UNSPECIFIED. ALI<s ARV
/// Kind describes the relationship between the Activity, its parents, and its children in a Trace.
SPAN_KIND_UNSPECIFIED = 0; Vi
11/ ActivityKind Synchronous Asynchronous Remote Incoming Remote Outgoing
11/
// Indicates that the span represents an internal operation within an application, 1"/ Internal
// as opposed to an operation happening at the boundaries. Default value. ;/// ;::Ct zfs v yee
SPAN_KIND_INTERNAL = 1; 11/ Producer yes maybe
3 111 Consumer yes maybe
133
1" e - ——— o
134 // Indicates that the span covers server-side handling of an RPC or other /11 </summary>
1 bl ActivityKind
135 // remote network request. ) Z") B
136 SPAN_KIND_SERVER = 2; ) /// <sunmary>
137 /// Default value.
>, ates that the Activity represents an internal operation within an application, as opposed to an operations with remote parents or children.
138 // Indicates that the span describes a request to some remote service. /11 </summary>
o Internal = @,
139 SPAN_KIND_CLIENT = 3;
14¢ /// <summary>
A 5 4 = /// Server activity represents request incoming from external component.
141 // Indicates that the span describes a producer sending a message to a broker. 111 </summary>
// Unlike CLIENT and SERVER, there is often no direct critical path latency relationship server = 1,
// between producer and consumer spans. A PRODUCER span ends when the message was accepted /11 <summary>
// by the broker WhiLe the logical prOCeSSing of the meSSage mlght span a much longer time. /// Client activity represents outgoing request to the external component.
/// </summary>
SPAN_KIND_PRODUCER = 4; Client = 2,

i i : /// <summary>
// Indicates that the span describes consumer receiving a message from a broker.

//1 Producer activity represents output provided to external components.

148 // Like the PRODUCER kind, there is often no direct critical path latency relationship /'”d"/s”‘”'“”’"
Producer = 3,
i // between producer and consumer spans.
150 SPAN_KIND_CONSUMER = 5; /// <summary>
151 ) - - /// Consumer activity represents output received from an external component.

/11 </summary>

Consumer = 4,



Manually Instrument: Traces

dotnet add package OpenTelemetry
dotnet add package OpenTelemetry.Exporter.Console

var serviceName = "MyCompany.MyProduct.MyService";
var serviceVersion = "1.0.0";

var resourceBuilder = ResourceBuilder.CreateDefault()
AddService(serviceName: serviceName, serviceVersion: serviceVersion);

using var tracerProvider = Sdk.CreateTracerProviderBuilder()

.AddSource("ActivitySource1")

.AddSource("ActivitySource2")

.SetResourceBuilder(resourceBuilder) er-
AddConsoleExporter()

.Build();

var activitySource1 = new ActivitySource("ActivitySource1");
var activitySource2 = new ActivitySource("ActivitySource2"); .



https://github.com/open-telemetry/opentelemetry-dotnet/blob/main/src/OpenTelemetry/README.md#tracing-configuration

Manually Instrument: Traces

using (var activity1 = activitySourcel.StartActivity("Activity1"))

{

}

activity1?.SetTag("foo", 1);
activity1?.SetTag("bar", "Hello, World!");

using (var activity2 = activitySource2.StartActivity("Activity2"))
{

activity2?.SetTag("foo", 2);
activity2?.SetTag("bar", "Hello, OpenTelemetry!");

Debug.Assert(activity2?.Parentld == activity1?.1d);
}

Activity.Traceld: c94fd57bf0fe9424c2965f338fc399ec
Activity.Spanld: 003ab102249a5c5f
Activity.TraceFlags: Recorded
Activity.ParentSpanld:  53342a6af70ff1be
Activity.ActivitySourceName: ActivitySource2
Activity.DisplayName: Activity2
Activity.Kind: Internal
Activity.StartTime: 2022-10-07710:39:01.2177110Z
Activity.Duration:  00:00:00.0001000
Activity.Tags:
foo: 2
bar: Hello, OpenTelemetry!
Resource associated with Activity:
service.name: MyCompany.MyProduct.MyService
service.version: 1.0.0
service.instance.id: b276abd8-5e65-4d07-9ce2-6cb9a954a0e0

Activity.Traceld: c94fd57bf0fe9424c2965f338fc399%ec
Activity.Spanld: 53342a6af70ff1be
Activity.TraceFlags: Recorded
Activity.ActivitySourceName: ActivitySource1
Activity.DisplayName: Activity1
Activity.Kind: Internal
Activity.StartTime: 2022-10-07T10:39:01.2162810Z
Activity.Duration:  00:00:00.0417300
Activity.Tags:
foo: 1
bar: Hello, World!
Resource associated with Activity:
service.name: MyCompany.MyProduct.MyService
service.version: 1.0.0
service.instance.id: b276abd8-5e65-4d07-9ce2-6cb9a954a0e0




Manually Instrument: Logging

var serviceName = "MyCompany.MyProduct.MyService";
var serviceVersion = “1.0.0";

var resourceBuilder = ResourceBuilder.CreateDefault()
.AddService(serviceName: serviceName, serviceVersion: serviceVersion);

using var loggerFactory = LoggerFactory.Create(
builder => builderAddOpenTelemetry(
options =>
{
options.AddConsoleExporter();
options.SetResourceBuilder(resourceBuilder);

W)

var logger = loggerFactory.CreateLogger("MyLogger");




Manually Instrument: Logging

var activitySource1 = new ActivitySource("ActivitySource1");
var activitySource2 = new ActivitySource("ActivitySource2");

using (var activity1 = activitySource1.StartActivity("Activity1"))
{

activity1?.SetTag("foo", 1);

activity1?.SetTag("bar", "Hello, World!");

logger.Loginformation("Hello from {ActivitySource}!", activitySource1.Name);
using (var activity2 = activitySource2.StartActivity("Activity2"))
{

activity2? SetTag("foo", 2);

activity2?.SetTag("bar", "Hello, OpenTelemetry!");

Debug.Assert(activity2?.Parentld == activity1?.ld);

logger.Loginformation("Hello from {ActivitySource}!”, activitySource2.Name);
}
}




Manually Instrument

Activity.Traceld: 478d21e1307305397b0f0abe9e6e35af
Activity.Spanld: 1be65cc75b8118d1
Activity.TraceFlags: Recorded
Activity.ParentSpanlid: ade5623f46664cc
Activity.ActivitySourceName: ActivitySource2
Activity.DisplayName: Activity2
Activity Kind: Internal
Activity.StartTime: 2022-10-07T13:07:30.3628620Z
Activity.Duration:  00:00:00.0001920
Activity.Tags:
foo: 2
bar: Hello, OpenTelemetry!
Resource associated with Activity:
service.name: MyCompany.MyProduct.MyService
service.version: 1.0.0
service.instance.id: 965600d9-4729-4a8c-b411-2e3a67f511db

Activity.Traceld: 478d21e1307305397b0f0abe9ebe35af
Activity.Spanld: ade5623f46664cc1
Activity.TraceFlags: Recorded
Activity. ActivitySourceName: ActivitySourcel
Activity.DisplayName: Activity1
Activity.Kind: Internal
Activity.StartTime: 2022-10-07T13:07:30.3227010Z
Activity.Duration:  00:00:00.0494030
Activity.Tags:
foo: 1
bar: Hello, World!
Resource associated with Activity:
service.name: MyCompany.MyProduct.MyService
service.version: 1.0.0
service.instance.id: 965600d9-4729-4a8c-b411-2e3a67f511db

Logging

2022-10-07713:07:30.3310890Z
LogRecord.Traceld: 478d21e1307305397b0f0abe9ebe35af
LogRecord.Spanld: ade5623f46664cc
LogRecord.TraceFlags: Recorded

LogRecord.CategoryName: MyLogger

LogRecord.LogLevel: Information

LogRecord.State: Hello from ActivitySource1!

LogRecord.Timestamp:

Resource associated with LogRecord:

service.name: MyCompany.MyProduct.MyService
service.version: 1.0.0

service.instance.id: 965600d9-4729-4a8c-b411-2e3a67f511db

2022-10-07T13:07:30.3629530Z
LogRecord.Traceld: 478d21e1307305397b0f0abe9ebe35af
LogRecord.Spanld: Tbe65cc75b8118d1
LogRecord.TraceFlags: Recorded

LogRecord.CategoryName: MyLogger

LogRecord.LogLevel: Information

LogRecord.State: Hello from ActivitySource2!

LogRecord.Timestamp:

Resource associated with LogRecord:

service.name: MyCompany.MyProduct.MyService
service.version: 1.0.0

service.instance.id: 965600d9-4729-4a8c-b411-2e3a67f511db




Manually Instrument: Metrics

var serviceName = "MyCompany.MyProduct.MyService";

var serviceVersion = “1.0.0";

var resourceBuilder = ResourceBuilder.CreateDefault()

.AddService(serviceName: serviceName, serviceVersion: serviceVersion);

using MeterProvider meterProvider = Sdk.CreateMeterProviderBuilder()

AddMeter("Meter1")

.SetResourceBuilder(resourceBuilder)
AddConsoleExporter()
Build();

var meter = new Meter(name: "Meter1", version: "1.0.0");




Manually Instrument: Metrics

using (var activity1 = activitySource1.StartActivity("Activity1"))

{
activity1?.SetTag("foo", 1);
activity1?.SetTag("bar", "Hello, World!");

logger.LoglInformation("Hello from {ActivitySource}!", activitySource1.Name);
var counter = meter.CreateCounter<int>("counter");

counter.Add(1);
counter.Add(2);

using (var activity2 = activitySource2.StartActivity("Activity2"))

{
activity2?.SetTag("foo", 2);
activity2?.SetTag("bar", "Hello, OpenTelemetry!");

Debug.Assert(activity2?.Parentld == activity17?.ld);

logger.LogInformation("Hello from {ActivitySource}!", activitySource2.Name);

}
}




Manually Instrument: Metrics

Activity.Traceld: a1545bce5e56994facda3eela320a592
Activity.Spanld: 4edc67c2a5e78902
Activity.TraceFlags: Recorded
Activity.ParentSpanld: e701c130096a5686
Activity.ActivitySourceName: ActivitySource2
Activity.DisplayName: Activity2
Activity.Kind: Internal
Activity.StartTime: 2022-10-07T13:35:00.1217020Z
Activity.Duration:  00:00:00.0003150
Activity.Tags:
foo: 2
bar: Hello, OpenTelemetry!
Resource associated with Activity:
service.name: MyCompany.MyProduct.MyService
service.version: 1.0.0
service.instance.id: a574c20a-215c-4ed9-b371-4a69dcb8a022

Activity.Traceld: a1545bce5e56994facda3ee1a320a592
Activity.Spanld: €701c130096a5686
Activity.TraceFlags: Recorded
Activity.ActivitySourceName: ActivitySourcel
Activity.DisplayName: Activity1
Activity.Kind: Internal
Activity.StartTime: 2022-10-07T13:34:59.8851770Z
Activity.Duration:  00:00:00.2454450
Activity.Tags:
foo: 1
bar: Hello, World!
Resource associated with Activity:
service.name: MyCompany.MyProduct.MyService
service.version: 1.0.0
service.instance.id: a574c20a-215c-4ed9-b371-4a69dcb8a022

Resource associated with Metric:
service.name: MyCompany.MyProduct.MyService
service.version: 1.0.0
service.instance.id: a574c20a-215c-4ed9-b371-4a69dcb8a022

Export counter, Meter: Meter1/1.0.0
(2022-10-07T13:35:00.1138830Z, 2022-10-07T13:35:00.1361700Z]
LongSum

Value: 3




Manually Instrument: Metrics

// A representation of an exemplar, which is a sample input measurement.

// Exemplars also hold information about the environment when the measurement
// was recorded, for example the span and trace ID of the active span when the
// exemplar was recorded.

message Exemplar {

reserved 1;

// The set of key/value pairs that were filtered out by the aggregator, but

// recorded alongside the original measurement. Only key/value pairs that were
// filtered out by the aggregator should be included

repeated opentelemetry.proto.common.vl.KeyValue filtered_attributes = 7;

// time_unix_nano is the exact time when this exemplar was recorded

/7

// Value is UNIX Epoch time in nanoseconds since 00:00:00 UTC on 1 January
// 1970.

fixed64 time_unix_nano = 2;

// The value of the measurement that was recorded. An exemplar is
// considered invalid when one of the recognized value fields is not present
// inside this oneof.
oneof value {
double as_double = 3;
sfixed64 as_int = 6;

// (Optional) Span ID of the exemplar trace.

// span_id may be missing if the measurement is not recorded inside a trace
// or if the trace is not sampled.

bytes span_id = 4;

// (Optional) Trace ID of the exemplar trace.

// trace_id may be missing if the measurement is not recorded inside a trace
// or if the trace is not sampled.

bytes trace_id = 5;



https://github.com/open-telemetry/opentelemetry-proto/blob/main/opentelemetry/proto/metrics/v1/metrics.proto#L635

Manually Instrument: Metrics

Exemplar

Status: Feature-freeze

Exemplars are example data points for aggregated data. They provide specific context to otherwise general aggregations. Exemplars
allow correlation between aggregated metric data and the original API calls where measurements are recorded. Exemplars work for
trace-metric correlation across any metric, not just those that can also be derived from Span s.

An Exemplar is a recorded Measurement that exposes the following pieces of information:

The value of the Measurement that was recorded by the API call.
The time the API call was made to record a Measurement .
The set of Attributes associated with the Measurement not already included in a metric data point. i

The associated trace id and span id of the active Span within Context of the Measurement at API call time.

For example, if a user has configured a View to preserve the attributes: X and Y, but the user records a measurement as follows:



https://opentelemetry.io/docs/reference/specification/metrics/sdk/#exemplar

£ 8%l ASP.NET Core 8

*OpenTelemetry
*OpenTelemetry.Extensions.Hosting
*OpenTelemetry.Instrumentation.AspNetCore

*OpenTelemetry.Instrumentation.Http
*OpenTelemetry.Exporter.Jaeger
*OpenTelemetry.Exporter.Console
*OpenTelemetry.Exporter.Prometheus.AspNetCore



£l ASP.NET Core BZFB

var builder = WebApplication.CreateBuilder(args);
/..
var resourceBuilder = ResourceBuilder.CreateDefault().AddService("FooService”, “1.0.0");
builder.Services.AddOpenTelemetryTracing(tracerProviderBuilder =>
{
tracerProviderBuilder
.SetResourceBuilder(resourceBuilder)
AddSource("FooSource")
AddAspNetCorelnstrumentation()
// WRABIE baggage &4 TiiEARSEVIE HitpClient instrumentation &4 1S
.AddHttpClientinstrumentation()
.AddJaegerExporter(options =>
{
options.Protocol = JaegerExportProtocol.HttpBinaryThrift;
options.AgentHost = "localhost";
options.AgentPort = 14268;
)
D
builder.Services.AddLogging(loggingBuilder => loggingBuilder
AddOpenTelemetry(
options =>
{
options.SetResourceBuilder(resourceBuilder);
options.AddConsoleExporter();
)i




£l ASP.NET Core BZFB

builder.Services.AddOpenTelemetryMetrics(metricsBuilder => metricsBuilder
.SetResourceBuilder(resourceBuilder)
AddAspNetCorelnstrumentation()
AddMeter("FooMeter")
.AddPrometheusExporter());

var app = builder.Build();

app.UseOpenTelemetryPrometheusScrapingEndpoint();
/] ...
app-Run();




£l ASP.NET Core BZFB

var builder = WebApplication.CreateBuilder(args);
/] ...
var resourceBuilder = ResourceBuilder.CreateDefault().AddService("'BarService”, “1.0.0");
builder.Services.AddOpenTelemetryTracing(tracerProviderBuilder =>
{
tracerProviderBuilder
.SetResourceBuilder(resourceBuilder)
AddAspNetCorelnstrumentation()
.AddJaegerExporter(options =>
{
options.Protocol = JaegerExportProtocol.HttpBinaryThrift;
options.AgentHost = "localhost";

options.AgentPort = 14268;
D;

)

builder.Services.AddLogging(loggingBuilder => loggingBuilder
AddOpenTelemetry(
options =>

{
options.SetResourceBuilder(resourceBuilder); '

options.AddConsoleExporter(); *
)

var app = builder.Build();




£l ASP.NET Core BZFB

[Route("/api/[controller]")] [HttpGet]
public class FooController : ControllerBase public async Task<lActionResult> Get()
{ {
private static readonly ActivitySource FooActivitySource Baggage.SetBaggage("FooBaggage1"”, "FooValue1");
= new ActivitySource("FooSource"); Baggage.SetBaggage("FooBaggage2"”, "FooValue2");
private static readonly Counter<int> FooCounter
= new Meter("FooMeter").CreateCounter<int>("FooCounter"); var client = _clientFactory.CreateClient();
var result = await client.GetStringAsync("http://localhost:5002/api/bar");
private readonly IHttpClientFactory _clientFactory;
private readonly ILogger<FooController> _logger; using var activity = FooActivitySource.StartActivity("FooActivity");
activity?.AddTag("FooTag", "FooValue");
public FooController( activity?.AddEvent(new ActivityEvent("FooEvent"));
IHttpClientFactory clientFactory, await Task.Delay(100);
ILogger<FooController> logger)
{ _logger.LogInformation("/api/foo called");
_clientFactory = clientFactory;
_logger = logger; FooCounter.Add(1);
}

return Ok(result);




£l ASP.NET Core BZFB

[Route("/api/[controller]")]
public class BarController : ControllerBase

{

private readonly ILogger<BarController> _logger;

public BarController(ILogger<BarController> logger)

{
_logger = logger;
}

[HttpGet]
public string Get()
{

_logger.LogInformation("/api/bar called");

var baggage1 = Baggage.GetBaggage("FooBaggage1");

var baggage2 = Baggage.GetBaggage('FooBaggage2");

_logger.Loginformation("baggage value: {baggage}, baggage? value: {baggage?}", baggagel, baggage?);

return "Hello from Bar";




£l ASP.NET Core BZFB

Jaeger Ul _ Search Compare System Architecture

< w 1.0.0.FooService: api/Foo

About Jaeger v

Trace Timeline v
October 8 2022, 22:48:56 210.49ms
105.24ms

157.86ms 210.48ms

Service & Operation Ops

52.62ms 105.24ms 157.86ms 210.49ms

~ | 1.0.0.FooService api/Foo

api/Foo 1.0.0.FooService 210.49ms ops

> Tags: http.flavor=1.1 http.host = localhost:5001 = http.method = GET  http.route = api/fFoo = http.scheme=http = http.status_code=200 http.target = /api/Foo  hitp.url = hitp://localhost:5001/api/Foo  http.u...

> Process: service.instance.id = 4c91756b-7ac1-4187-a4e9-61213918fd23

7370253792646918 ¢
~ | 1.0.0.FooService HTTP GET

47.89ms

HTTP GET 1.0.0.FooService 47.89ms 24.63ms
> Tags: http.flavor=1.1 http.host = localhost:5002  http.method = GET  http.scheme = http = http.status_code =200  http.url = http://localhost:5002/api/bar  internal.span.format = jaeger =~ otel.library.name = Op...
> Process: service.instance.id = 4c91756b-7ac1-4187-a4e9-612139f8fd23

f4a27fd5d9ad01ee o
1.0.0.BarService api/Bar

16.68ms

api/Bar 1.0.0.BarService 16.68ms 54.25ms

> Tags: http.flavor=1.1 http.host = localhost:5002  http.method = GET  http.route = api/Bar  http.scheme = http = http.status_code =200 htip.target = /api/bar = http.url = http:/localhost:5002/api/bar  internal....

> Process: service.instance.id - 3f646ed1-a0c5-440d-b0d4-b1803ea31632

b849fcb1086c1625 ¢
1.0.0.FooService FooActivity

107.91ms —

FooActivity 1.0.0.FooService 107.91ms

> Tags: FooTag=FooValue internal.span.format = jaeger otel.library.name = FooSource
> Process: service.instance.id - 4c91756b-7ac1-4187-a4e9-612139f8fd23

~ Logs (1)

> 91.55ms: event - FocEvent
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I O 'ocatrst 1000oReog a0t el % % O @ xmaz @nfstED) LogRecord.Timestamp: 2022-10-08T14:48:56.3911910Z
Jestec 13 — Sl Compiare Syatern Architachive ABoUt Indger - LogRecord.Traceld: d1760561ff9610137d63134e509ef8ea
LogRecord.Spanlid: b849fcb1086c1625

LogRecord.TraceFlags: Recorded
LogRecord.CategoryName: WebApplication2.Controllers.BarController

¢ « 1.0.0.FooService: api/Foo o | E———
LogRecord.LogLevel: Information

October 8 2022, 22:48:56 210.49ms LogRecord.State: baggage1 value: FooValue1, baggage2 value: FooValue2

Resource associated with LogRecord:
service.name: BarService
service.namespace: 1.0.0

Service & Operation v > ¥V » 52.62ms 105.24ms 157.86ms
service.instance.id: 3f646ed1-a0c5-440d-b0d4-b1803ea31632

v | 1.0.0.FooService api/Foo
v | 1.0.0.FooService HTTP [E————]

1.0.0.BarService api/Bar 16.68ms

api/Bar 1.0.0.BarService

Tags
1.1
localhost:5002
GET
api/Bar

http

200

/api/bar '
http://localhost:5002/api/bar *

jaeger

OpenTelemetry.Instrumentation.AspNetCore

1.0.0.0

server

3f646ed1-a0c5-440d-b0d4-b1803ea31632

b849fcb1086c1625
| 1.0.0.FooService i vity .
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Expression:

HttpContext.Request.Headers ¥ v

Result:
v result = HttpRequestHeaders
> [®] Raw View
v [@] Results = Expanding will force enumeration of the object
> i= [0] = {KeyValuePair<string, StringValues>} [Host, localhost:5002]
> i= [1] = {KeyValuePair<string, StringValues>} [baggage, FooBaggagel=FooValue1,FooBaggage2=FooValue2]
> = [2] = {KeyValuePair<string, StringValues>} [traceparent, 00-4b0231deae9608dcb308c0e200ccc42e-302b1a9ff3adb1e0-01]



££p8 %l ASP.NET Core 8

&€ - C (@ localhost:5001/metrics B

# TYPE http_server duration ms histogram

# UNIT http_server_duration ms ms

# HELP http_server duration_ms measures the duration of the inbound HTTP request

http_server_duration_ms_bucket{http flavor="1.1",http_host="localhost:5001",http method="GET",http scheme="http", http status_code="200",le="0"} 0 1665494157768
http_server_duration_ms_bucket{http flavor="1.1",http_host="localhost:5001",http method="GET",http scheme="http", http status_code="200",le="5"} 0 1665494157768

http_server duration_ms_bucket{http flavor="1.1",http_host="localhost:5001",http method="GET",http_ scheme="http", http_status_code="200",1le="10"} 0 1665494157768
"1.1",http_host="localhost:5001" , http_method="GET", http_ scheme="http" http_status_code="200",1e="25"} 0 1665494157768
"1.1",http_host="localhost:5001" ,http_method="GET", http scheme="http" http_status_code="200",1e="50"} 0 1665434157768

o _ _ms_| B "1.1",http_host="localhost:5001",http_method="GET",http_scheme="http" http status_code="200",1e="75"} 1 1665494157768
http_server_duration_ms_bucket{http flavor="1.1",http_host="localhost:5001" ,http method="GET",http scheme="http", http_status_code="200",1e="100"} 1 1665494157768

http_server duration ms_bucket{http flavor="1.1", http_host="localhost:5001",http method="GET",http scheme="http", http status_code="200",1le="250"} 2 1665494157768
http_server_duration_ms_bucket{http flavor="1.1", http_host="localhost:5001" ,http method="GET",http scheme="http", http_status_code="200",1e="500"} 2 1665494157768
http_server_duration_ms_bucket{http flavor="1.1", http host="localhost:5001" ,http method="GET", http scheme="http", http status_code="200",1e="1000"} 2 1665494157768
http_server_duration_ms_bucket{http flavor="1.1",http_host="localhost:5001" ,http method="GET",http_ scheme="http", http status_code="200",le="+Inf"} 2 1665494157768
http_server_duration_ms_sum{http flavor="1.1",http host="localhost:5001",http_method="GET",http_scheme="http" http_status_code="200"} 231.267 1665494157768
http_server_duration_ms_count{http_flavor="1.1",http host="localhost:5001" ,http_method="GET", http_scheme="http", http status_code="200"} 2 1665494157768

http_server duration_ms_bucket{http flavor="1.1",http_host="localhost:5001",http _method="GET",http scheme="http", http_status_code="500",http_target="api/Foo",le="0"} 0 1665494157768
http_server duration_ms_bucket{http flavor="1.1",http_host="localhost:5001",http method="GET",http scheme="http", http_status_code="500",http_target="api/Foo",le="5"} 0 1665494157768
http_server duration_ms_bucket{http_flavor="1.1", http_host="localhost:5001",http_method="GET",http_scheme="http", http_status_code="500",http target="api/Foo",le="10"} 0 1665494157768
http_server duration_ms_bucket{http_flavor="1.1", http_host="localhost:5001",http_method="GET",http_ scheme="http", http_status_code="500",http target="api/Foo",le="25"} 0 1665494157768
http_server duration_ms_bucket{http_flavor="1.1",http_host="localhost:5001",http method="GET",http scheme="http",http_status_code="500",http target="api/Foo",le="50"} 0 1665494157768
http_server duration_ms_bucket{http_flavor="1.1",http_host="localhost:5001",http _method="GET",http scheme="http",http_status_code="500",http target="api/Foo",le="75"} 0 1665494157768
http_server duration ms_bucket{http flavor="1.1",http host="localhost:5001",http method="GET",http scheme="http", http status_code="500",http target="api/Foo",le="100"} 0 1665494157768
http server_duration_ms_bucket{http flavor="1.1",http host="localhost:5001" ,http_method="GET",http scheme="http", http_status_code="500", http_target="api/Foo",1le="250"} 0 1665494157768
http server_duration_ms_bucket{http flavor="1.1",http host="localhost:5001" ,http _method="GET",http scheme="http" http_status_code="500",http_target="api/Foo",1le="500"} 0 1665494157768
http server_duration_ms_bucket{http flavor="1.1",http host="localhost:5001" ,http _method="GET",http_ scheme="http" http_status_code="500",http_target="api/Foo",1le="1000"} 1 1665494157768
http server_duration_ms_bucket{http flavor="1.1",http host="localhost:5001" ,http _method="GET",http_ scheme="http" http_status_code="500",http_target="api/Foo",le="+Inf"} 1 1665494157768
http server_ duration_ms_sum{http flavor="1.1",http host="localhost:5001",http method="GET", http_scheme="http" http status_code="500",http target="api/Foo"} 679.907 1665494157768
http_server duration ms_count{http flavor="1.1", http_host="localhost:5001" ,http method="GET",http_scheme="http", http status code="500",http_target="api/Foo"} 1 1665494157768
"1.1",http_host="localhost:5001" ,http_method="GET",http_scheme="http" http_status code="200",http target="api/Foo",le="0"} 0 1665494157768
"1.1",http_host="localhost:5001" ,http method="GET",http_scheme="http" http_status code="200",http target="api/Foo",le="5"} 0 1665494157768

N _ _ms_] | "1.1",http_host="localhost:5001" ,http_method="GET",http_scheme="http" , http status_code="200",http_ target="api/Foo",le="10"} 0 1665494157768
http_server duration_ms_bucket{http_ flavor="1.1",http_host="localhost:5001",http method="GET",http scheme="http",http_status_code="200",http target="api/Foo",le="25"} 0 1665494157768 '

http_server duration_ms_bucket{http_ flavor="1.1",http_host="localhost:5001",http method="GET",http scheme="http", http_status_code="200",http target="api/Foo",le="50"} 0 1665494157768
http server_duration_ms_bucket{http flavor="1.1",http host="localhost:5001" ,http_method="GET",http_scheme="http" http_status_code="200",http_target="api/Foo",le="75"} 0 1665494157768
http server_duration_ms_bucket{http flavor="1.1",http host="localhost:5001" ,http_method="GET", http scheme="http", http_status_code="200", http_target="api/Foo",1le="100"} 0 1665494157768
http server_duration_ms_bucket{http flavor="1.1",http host="localhost:5001" ,http_method="GET", http scheme="http" , http_status_code="200",http_target="api/Foo",1le="250"} 6 1665494157768
http server_duration_ms_bucket{http flavor="1.1", http host="localhost:5001" ,http _method="GET",http_ scheme="http" , http_status_code="200",http_target="api/Foo",le="500"} 7 1665494157768

http server_duration_ms_bucket{http flavor="1.1", http host="localhost:5001" ,http _method="GET", http_ scheme="http" http_status_code="200", http_target="api/Foo",1le="1000"} 7 1665494157768

http server_duration_ms_bucket{http flavor="1.1", http host="localhost:5001" ,http _method="GET",http_ scheme="http" http_status_code="200",http_target="api/Foo",le="+Inf"} 7 1665494157768
http_server duration ms_sum{http flavor="1.1",http_host="localhost:5001",http_method="GET",http scheme="http", http_status_code="200",http_target="api/Foo"} 1071.552 1665494157768
http_server duration _ms_count{http flavor="1.1",http host="localhost:5001" ,http method="GET", http_scheme="http", http status code="200", http_ target="api/Foo"} 7 1665494157768

# TYPE FooCounter counter -
FooCounter 7 1665494157768

# EOF .
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https://github.com/open-telemetry/opentelemetry-dotnet-instrumentation
https://learn.microsoft.com/en-us/archive/msdn-magazine/2001/november/net-clr-profiling-services-track-your-managed-components-to-boost-application-performance

OpenTelemetry Collector
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https://opentelemetry.io/docs/collector/getting-started/
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OpenTelemetry Collector: Gateway




Elastic APM

Apps instrumented using
OpenTelemetry agents
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|
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£ 58 Elastic APM: Collector

receivers:
# ...
otlp:
protocols:
grpc:

processors:
# ...
memory_limiter:
check_interval: 1s
limit_mib: 2000
batch:

exporters:

logging:
loglevel: warn

otlp/elastic:

# Elastic APM server https endpoint without the "https://" prefix

endpoint; "xxx"

headers:
# Elastic APM Server secret token
Authorization: "Bearer xxx"

service:
pipelines:
traces:
receivers: [otlp]
exporters: [logging, otlp/elastic]
metrics:
receivers: [otlp]
exporters: [logging, otlp/elastic]
logs:
receivers: [otlp]
exporters: [logging, otlp/elastic]
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*OpenTelemetry.Exporter.OpenTelemetryProtocol >
*OpenTelemetry.Exporter.OpenTelemetryProtocol.Logs

AddOtlpExporter(options =>

{
options.Protocol = OtlpExportProtocol.Grpg;

options.Endpoint = new Uri("http://localhost:4317");

D
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apifFoo - Transactions - FooSe X +

= (& & my-deployment-049cdb.kb.us-west-2.aws.found.io
8; elastic Q. Find apps, content, and more. Ex: Discover

= . QObservability APM Services FooService Transactions apifFoo
@ Failed transaction rate (avg.) Day before
dl Observability
Trace samples  Latency correlations  Failed transaction correlations
Overview -
Alerts

Cases Latency distribution @ 11 total transactions

Logs
Stream
Anomalies

Categories

Transactions

Infrastructure I_I

Current sample
Inventory

. Latency
Metrics Explorer

& Alltransactions Failed transactions

APM

Tracesample I ¢ 11 of N
Services

Traces 19 minutes ago 152 ms (100% of trace)  GET http://localhost:5001/api/Foo  [EZEEI@ Chrome (105.0.0.0)

M Timeline Metadata Logs

Service Map

Services @ FooService @ BarService
Uptime

=3 Oms

Monitors

B ©

Settings & Anomaly detection  Alerts and rules ~ Add data

@ Click and drag to select a range

Investigate

s ——
TLS Certificates Vo2

% HTTP 2xx apifFoo 152 ms

User Experience HTTP GET 15 ms

Dashboard

% HTTP 2xx apifBar 13 ms

FooActivity 110 ms
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apifFoo - Transactions - FooSe X +

<« C & my-deployment-049cdb.kb.us-west-2.aws.found.io

@ clastic
=9

Find apps, content, and more. Ex: Discover

QObservability APM Services FooService Transactions apifFoo

Settings

dl Observability Latency distribution & 11 total transactions
Overview
Alerts

Cases

n ]

Stream Current sample

Transactions

Anomalies Latency
Categories

@ All transactions Failed transactions

Infrastructure

Tracesample I ¢ 11 of 1

Inventory

Metrics Explorer 20 minutes ago 152 ms (100% of trace)  GET http:/flocalhost:5001/api/Foo Chrome (105.0.0.0)

Timeline Metadata Logs

APM

Services

Timestamp Service Name Message

Traces
Dependencies
Service Map
Showing entries from Oct 13, 16:20:53
Uptime
16:20:53.837
16:20:53.843
16:28:53.
16:20:53.
16:20:53.
16:20:53.
16:28:53.
16:20:53.

FooService Information

Start processing HTTP request {HttpMethod} {Uri}
Sending HTTP request {HttpMethed} {Uri}

/api/bar called

Monitors

FooService
TLS Certificates

Information
BarService Information

BarService Information] baggagel value: {baggage}, baggage? value: {baggage2}

Received HTTP response headers after {ElapsedMilliseconds}ms - {StatusCode}

User Experience )
FooService Information

Dashboard FooService

[
[
[
[
[
[

]
]
]
]
]
Information] End processing HTTP request after {ElapsedMilliseconds}ms - {StatusCode}
FooService FooEvent

FooService [Information] /api/foo called

Showing entries until Oct 13, 16:20:53

A Anomaly detection

Alerts and rules Add data

@ Click and drag to select a range

Investigate




Opentelemetry Operator

) Continuous Integration passing go report B =60 reference

OpenTelemetry Operator for Kubernetes

The OpenTelemetry Operator is an implementation of a Kubernetes Operator.
The operator manages:

* OpenTelemetry Collector
» auto-instrumentation of the workloads using OpenTelemetry instrumentation libraries

Documentation
e APl docs

Helm Charts

You can install Opentelemetry Operator via Helm Chart from the opentelemetry-helm-charts repository. More
information is available in here.

Getting started

To install the operator in an existing cluster, make sure you have cert-manager installed and run:

kubectl apply —f https://github.com/open-telemetry/opentelemetry-operator/releases/latest/download/«



https://github.com/open-telemetry/opentelemetry-operator

Thank youl!

Let's build amazing apps with .NET 7
get.dot.net/7
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