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Table 2: Vulnerability Severity Levels Based on the NVD and CVSS

Medium severity.

Severity
Level

High

Severity

Medium
Severity

Low
Severity

Table 2 describes how an ASV scan solution categorizes vulnerabilities and risks that are considered

Guidance

To achieve a passing ASV scan, these vulnerabilities
must be corrected and the affected systems must be
re-scanned after the corrections (with a report(s) that
shows a passing ASV scan).

Organizations should take a risk-based approach to
correct these types of vulnerabilities, starting with the
most critical, until all vulnerabilities rated 4.0 through
10.0 are corrected.

While passing ASV scan results can be achieved with
vulnerabilities rated 0.0 through 3.9, organizations are
encouraged, but not required, to correct these
vulnerabilities.
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